
UK ICO (Information Commissioner’s Officer) - GDPR Fee Exemption Consultation     23rd July, 2018

City of Aberdeen Community Council Forum - Draft Response (V 3.0)
About you  

Are you responding as an individual or on behalf of an organisation?  

Individual ▢ Organisation ☑  

If organisation What is the name of the organisation? 

City of Aberdeen Community Council Forum

 If organisation Which of the following statements best describes your organisation? 

  Private Sector Charitable Sector Other (please specify) Public Sector
 Are you a data controller? (yes, no, don’t know) 

 Community Councils can be considered to be Data Controllers, in some interpretations of currently available guidance on legislation. 
If Data controller Do you currently pay a notification fee to the ICO? (yes, no, don’t know) 

 Some individual Community Councils choose to pay the notification fees.
We may wish to contact you in order to discuss your response in more detail. If you are happy to be contacted, please provide your details below. If not, please move on to the next question. 

Name: City of Aberdeen Community Council Forum
Email Address: 
Phone Number: 

Survey 

 Please indicate which exemptions you consider are still appropriate, and should therefore be retained, and which exemptions you consider are no longer appropriate and should either changed or removed. The review will also consider if any new exemptions are appropriate. Although optional, it would be very helpful if you are able to provide reason(s) for your response for each exemption. 

 1. ‘Core business purposes’ exemptions 

Individuals and organisations do not have to pay charges if they are only processing personal data for one or more of the ‘core business purposes’. These are listed below and are: (a) staff administration, (b) advertising, marketing and public relations, and (c) accounts and records. These exemptions could, for example, cover many small businesses or sole traders that do not conduct extensive electronic marketing. Although these exemptions are effectively interlinked, please consider them separately. 

 a) Staff administration (including payroll) 

This exemption covers organisations that only process personal data for administration in relation to their staff, including past, existing and prospective staff (as well as contractors and volunteers). It includes processing of staff members’ personal data for the purposes of appointments or dismissals, pay, discipline, superannuation, work management and other personnel matters. 

 Do you consider this exemption: 

❎ No longer appropriate 

If possible, please provide a reason for your response. 

Any personally identifiable information held by commercial / private entities should be subject to all appropriate considerations including registering with the ICO to safe-guard the information of individuals whether as staff, customers, potential clients, suppliers, etc

Any data breach could have a major impact as the data processed are not limited to name and address but also include sensitive information that could include pay, salary negotiations, disciplines, dismissals, etc. Attention of the ICO may well be required, hence general exemption may not be justified. 

b) Advertising, marketing and public relations (in connection with an individual or organisation’s own business activity); 

 This exemption allows an individual or organisation to market or advertise its business activity, goods and services to past, existing or prospective customers and suppliers. The exemption does not apply where an organisation sells lists of customers’ details to other organisations. 

 Do you consider this exemption: 

❎ No longer appropriate 

If possible, please provide a reason for your response.  

Any personally identifiable information held by commercial / private entities should be subject to all appropriate considerations including registering with the ICO to safe-guard the information of individuals whether as staff, customers, potential clients, suppliers, etc
These operations are not free of the risk of causing nuisance to individuals that have provided personal data to the organisation in good faith toward a specific purpose, product or any other reason that the individual has so defined.

The information should be help in this stated capacity, unless explicit and informed consent is given by the individual that their contact information or personal details can be used in any other way such as for business marketing campaigns.
c) Accounts and records, accepting customers and suppliers, and financial forecasts; 

This exemption covers processing for the purposes of keeping accounts or records of transactions, deciding whether to accept a customer or supplier, or making financial forecasts. However, the exemption specifically does not apply in respect of information processed by or obtained from credit reference agencies. In addition, controllers who are providing accounting services for their customers are not exempt. 

Do you consider this exemption: 

❎ No longer appropriate 

If possible, please provide a reason for your response. 

 Any personally identifiable information held by commercial / private entities should be subject to all appropriate considerations including registering with the ICO to safe-guard the information of individuals whether as staff, customers, potential clients, suppliers, etc

Particularly when and if this information relates to or could identify individuals in addition to organisations, there should be clear and due processing and holding of information, used only in sensitive and where appropriate confidential capacities.

However, this confidentiality should not apply to any requests that may come forward from individual as to when and how their data, whether as ‘meta-data’ or more personally identifiable information is being or is likely to be used.

In this regard, there should be clear, open, accessible and understandable transparency as to how the individual’s information is being or is likely to be used, with the option for each and every individual to withdraw or ‘opt-out’ of their personally identifiable information being used in any capacity which the individual does not wish it to be.
 2. Other exemptions 

d) Judicial functions; 

This exemption is for the processing of personal data carried out by a judge, or person acting on behalf of a judge, in relation to exercising “judicial functions”. This can include case work, and also covers the processing of personal data in relation to the appointment, discipline, administration or leadership of judges. ‘Judge’ includes a justice of the peace (or, in Northern Ireland, a lay magistrate); a member of a tribunal; and a clerk or other officer entitled to exercise the jurisdiction of a court or tribunal. 

Do you consider this exemption: 

✅ Still appropriate I

If possible, please provide a reason for your response. 

 Reason(s) for your response (optional) ​

Judges & Officers of the Court should be exempt from this fee, to ensure that court and legal systems are not expected to by large amounts of processing fees to conduct their business.

However, Judges & Officers should be subject to scrutiny of their handling and processing of information which relates to information which can or could come to identify individuals.

There must be a much more robust system in our court, legal and data processing systems to ensure that the identity of individuals is protected, particularly when they could be at risk or danger were their information to be handled incorrectly, even if inadvertently so.

Those exercising ‘Judicial functions’ should be also be subject to this oversight and scrutiny as while they may not be Judges or Officers of the Court, they are handling what could be the same information for the duration of their involvement or access.




e) Personal, family or household affairs (including recreational purposes); 

People are exempt from paying charges if the only information they process is for their own personal, family or household affairs that have no connection to any commercial or professional activity. The exemption includes recreational activities and the capturing of images (photographs or video footage) that contain personal data, even if such images are captured in a public space, provided they are for their own personal, family or household affairs. Examples could include a personal address book, or an individual’s personal social media account. The exemption includes a householder’s personal CCTV, even if the CCTV is capable of collecting images of public spaces. 

 Do you consider this exemption: 

 ✅ Still appropriate 
 If possible, please provide a reason for your response. 

 This is reasonable and sensible as it covers a large segment of the population.

The introduction of fees for personal , family and household affairs would amount to an additional and unfair tax upon the majority of our population.

Processing of these data by private individuals presents little to no risk of breaching other individuals’ rights and hence will not require the ICO’s involvement.

However, there should be robust scrutiny around any kind of image capturing or recording, especially in public places such as CCTV and particularly when this could involve at-risk or vulnerable individuals and particularly children.

Any CCTV or ongoing recording of public spaces should not be intended for surveillance of identified individuals as this could constitute a significant infringement upon their privacy.

There should continue to be registering and permissions required from Police forces for any and all ongoing recording devices such as CCTV to ensure this privacy of individuals and again particularly at-risk vulnerable and young people is maintained.

There should not be a blanket fee to individuals in family and personal settings, however there should be safe-guards in place to ensure that this exemption does not lead to any behaviour which could put people at risk.

 f) Some not for profit organisations:

This exemption is for not-for-profit organisations carrying out processing of personal data for membership purposes, or in the context of activities for members or other individuals who have regular contact with the organisation concerned. Examples could include a food bank or a park’s volunteer group. 

Do you consider this exemption: 

 ✅ Still appropriate 
If possible, please provide a reason for your response. 

These are not the organisations the state should burden with a charge.

They keep a simple administration of members and associated individuals, including individuals who contact the organisation on a voluntary basis with a message or to receive further information on a matter of concern.

The main point here is that whoever submits personal data to these organisations does so out of personal interest or voluntary support NOT on basis of a business transaction.

There will be very little risk of any breach of individuals’ rights as a result of this type of data processing.

Should any issues arise with the handling or processing of individually identifiable information, there should be a system and process in place for any such issues to be resolved in a timely way which is to the benefit of the individual(s) involved and concerned.

However, there should not be a blanket fee for most Not-For-Profit Groups and Organisations.
g) Maintaining a public register;

‘Public Register’ in this exemption refers to those registers that are required by statute to be open for public inspection, or open to inspection by any person having a legitimate interest. For example, it covers the collection of personal data for the Electoral Roll, and the the publication of the Open Register. 

 Do you consider this exemption: 

✅ Still appropriate I

If possible, please provide a reason for your response. 

 Reason(s) for your response (optional) 

 h) Data Controllers that do not process personal data by automated means; 

This exemption covers manual processing of personal data (but not where data is recorded manually, with the intention that it should be processed by automated means). For example, it would cover an organisation that only held customer records in a manual or hard copy filing system. Personal data that is processed using any kind of computer (including cloud computing, desktops, laptops and tablets) would not be covered by this exemption. 

 Do you consider this exemption: 

 ✅ Still appropriate 

 If possible, please provide a reason for your response. 

Many, although not all, organisations and groups which process data and information using manual means do not often handle information of the same volume as larger organisations which utilise electronic and Informaition-Technology Means.

The same safe-guards in place to protect the information of the individual should be in place for those who are manually handling and processing information, as those who handle and process information electronically.

There should also be a different category for larger organisations who handle and process larger volumes of personally identifiable information but who may wish to do so, in-part or even all through manual means.

However, since the majority of organisations who handle and process data and information through manual means tend to be on average smaller, community based organisations there should not be a blanket fee.


3. Automatic Fee Tier 1 (£40, or £35 if paid by direct debit). N.b The following are not full exemptions but rather all data controllers eligible are automatically classified as being required to pay the tier 1 fee (£40, or £35 if paid by direct debit).  

 i) Small occupational pension scheme; 

 A small occupational pension scheme is defined as a scheme with fewer than twelve members where all members are trustees of the scheme, and either all decisions made have unanimous agreement from the members; or the scheme has a trustee who is independent in relation to the scheme (for the purposes of section 23 of the Pensions Act 1995) and is registered with the Pensions Regulator. 

 Do you consider this automatic classification in fee tier 1: 

 ❎ No longer appropriate 

If possible, please provide a reason for your response. 

These are small organisations processing personal data of few people only, who are all trustees. Involvement of the ICO regarding possible breach of the individuals’ rights is therefore highly unlikely and these schemes should therefore be subject to the same safe-guards but should be exempt from paying a fee.
 j) Charities; 

 A data controller that is a charity automatically pays the lowest level of charge. For these purposes, “charity” 

- in England and Wales, has the meaning given in section 1 of the Charities Act 2011,  ○

- In Scotland, means a body entered in the Scottish Charity Register maintained under section 3 of the Charity and Trustee Investment (Scotland) Act 2005, and  

- in Northern Ireland, has the meaning in section 1 of the Charities Act (Northern Ireland) 2008; 

Do you consider this automatic classification in fee tier 1: 

✅ Still appropriate I

If possible, please provide a reason for your response.

Charities are involved in all methods of fund raising many requiring participating individuals to submit personal details, not only name and address but also banking or credit card details.

There is therefore a credible risk that due to improper data control the rights of individuals may be breached involving attention of the ICO.

Depending on the size and volume of the personal information held, the impact could be considerable.

Therefore charities, and in particular those of larger size, scale and which handle large amounts or sensitive personally identifiable information should be subject to the same data handling and processing standards.

While it is important that charities and charitable organisations have rigorous and robust standards and safeguards in their handling and processing of data and personal information, we do not believe that charities should be subject to blanket fees.

If any fees are deemed as being required, we support that any fees should be at the lowest applicable amount but preferably should be free of any fee requirements.


3. Proposed new exemptions 

Elected representatives (separate to their elected assembly or political party) can be data controllers in their own right particularly where they engage with and undertake casework on behalf of their constituents. Government has previously committed to considering the appropriateness of elected representatives being required to pay a charge in respect of their processing of personal data. The Government is minded that this activity deriving from their public office and public function should not be liable to a charge. The Government also wishes to avoid barriers to democratic engagement, mirroring the approach that the Government has taken during the passage of the Data Protection Act through Parliament. 

The Government is minded that all elected representatives should be exempt, as well as members of the House of Lords and (prospective) candidates for those elected offices. 

 N.b. Elected representatives as defined in Schedule 1 of the Data Protection Act 2018. 

Do you agree? ✅yes/ 

Agree with reasons given above.

There is some risk that individuals’ rights may be breached especially if the case work would involve many people but that will normally not be the case.

It is more likely to be the case the information held on large numbers of the population will be held and processed by branches of government and civil / public services, as compared to the individual Elected Representatives themselves as individuals.

We must ensure that all Elected Representatives including: MPs, MSPs, MEPs, Council Members and Community Council Members and Peers of the House of Lords are not charged a fee simply for inhabiting their office.

This could create a substantial risk of introducing fees to hold any and all kinds of Elected Representative offices, thereby rendering them able to be inhabited only by those who are able to afford the fees.


Do you think that any other groups of data controllers or data processing that should be exempt from paying the charges? Please provide reasons for your response. 

✅yes/ 

New exemption(s) and reason(s) for your response (optional) 

 New Exemption: Scottish Community Councils

Reasons:

Community Councils in Scotland composed of members who are Elected Representatives.

Although not all Community Council elections are contested, Community Councillors are still democratically elected, with a democratic mandate and accountability.

Community Councils and their Elected Members should therefore be afforded the same consideration as Elected Members as recommended in their earlier exemption.

In addition, all members of Community Councils fulfil their roles in a voluntary capacity, and are not currently paid, salaried or recompensated in any way for the duties they perform and time given in the conduct of their duties.

Community Councils should also be afforded the same rights and consideration as given to ‘Not-For-Profit’ organisations. Community Councils have no tax raising powers in Scotland, and their only source of funding is an annual ‘Administrative Grant’ amount to around £1, 000~ on average each year.

Community Councils are also well under the current ‘Minimum Tier’ ‘Micro Organisation’ definition as they have no paid members of staff and have no annual turn over, other than the basic ‘Administrative Grant’ of £1, 000~ on average.

If defined as ‘Data Controllers’ in their role of doing so, most Community Councils keep a simple record of members,  associated individuals, volunteers and those in the community and members of the public who have voluntarily chosen to make contact with individual members or the Community Council as a whole.

 The main point here is that whoever submits personal data to these organisations does so out of personal interest or voluntary support not on basis of a business transaction.

There is very little risk of a breach of individuals’ rights and the ICO would not likely be involved with the data controlling process.

It is our strong recommendation that in the interests of an empowered, participative, robust and accessible democracy, further requirements and / or fees should not be introduced to or expected Community Councils which are the form of representation closest to and based in their communities.

4. The Equality Act 2010 defines discrimination as someone being treating unfairly because of who they are. There are nine protected characteristics in the Equality Act. Discrimination which happens because of one or more of these characteristics is unlawful under the Act. 

The nine protected characteristics are: age, disability, gender reassignment, marriage and civil partnership, pregnancy and maternity, race, religion or belief, sex and sexual orientation. 

Do you consider any of the current or proposed exemptions to impact on any of the nine characteristics protected under the Equality Act 2010. 

/Yes/ 

 If yes, please select from the below: 

 Age ☑ Disability ☑ Gender reassignment ▢ Marriage and civil partnership ▢ Pregnancy and maternity ▢ Race ▢ Religion or belief ▢ Sex ▢ Sexual orientation ▢ 

 Reason(s) for your response (optional) 

The It is absolutely essential that the GDPR and / or ICO requirements do not lead to further administrative or financial burden for in particular community-based groups composed of volunteer members or with single figures of staff who seek simply to support their community and promote improvements for the future.

It is important that we ensure safe-guards and appropriate handling and processing of data and information, particularly when it is or could be personally identifiable but it is possible to achieve this, and we therefore must achieve this without simply placing greater demands on those who already so so much and give so much of themselves in doing so.

In regards to Equalities and Protected Characteristics, we must also ensure there is account taken of and support in place for those who may not currently have the knowledge, the experience or even the confidence to take part in extensive GDPR and ICO requirements.

This is particularly true for older citizens who may not have access to for example IT equipment and online connection to the internet and for those who may experience certain challenges in their everyday lives whether mental, physical or otherwise.

We must ensure that the GDPR and ICO requirements does not lead to further exclusion of those who have protected characteristics, who could be in vulnerable or at-risk situations or environment, who experience socio-economic or any other kinds of inequalities.


 5. Do you have any additional comments?


The rationale for granting an exemption for paying a fee to ICO has not been made very clear in the consultation report.  A possible option is that the required fee should be related to the potential work for the ICO, based on the volume and amount of information held or process by the organisation. The greater the volume and amount of data held and process, the greater the risk that any one or number of individuals’ information could be mishandled or misprocessed, and therefore its potential overall impact.

The risk of a breach and its impact will therefore increase as personal data of more individuals are processed. 

The impact and damage caused by any breach are also very much related to the type of personal data processed. The GDPR specifies personal data that can in particular lead to identification of a person as:

name, 

an identification number, 

location data, 

an online identifier 

factors specific to physical, physiological, genetic, mental, economic, cultural or social identity

In practice this probably translates into:

Name

Address  

Email address

Computer IP address

Posts on social websites

Bank details

Medical information

Social information

Photo

If an unauthorised disclosure of data is limited to a person’s location and or email address the impact may be less than if financial and/or medical information would be involved.

Exemptions to pay ICO fee should be granted to particularly community-based, voluntary and third-sector organisations up until and when they reach a certain size, measured in either: Number of Members, Number of Staff, Annual Turnover, Volume and Amount of Data Held and Processed, etc

There should also be particular attention paid to the types of information held and processed. For example, any groups hold or processing information of financial, medical, social and other more personally identifiable information should be subject to much closer scrutiny and oversight than those that hold simply for example: name and address / e-mail address for contact purposes.





- Prepared by Jonathan Smith, Guus Glass and Members on behalf of City of Aberdeen Community Council Forum

